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ABSTRACT: Despite a rapid rise of AI-powered Unmanned Aerial Vehicle (UAV) deployments in smart 
city environments, current surveys and frameworks lack a unified, protocol-level reference architecture that 
integrates multi-domain applications, edge AI perception, cognitive reasoning through Large Language 
Models (LLMs), and regulatory compliance within a single deployable specification. This study presents a 
comprehensive cross-domain review of AI-powered drone systems for traffic management, delivery, 
infrastructure inspection, disaster response, and environmental monitoring. The study introduces 
COMPASS (Cognitive Operations Model for Programmable Autonomous Smart-city Systems), a novel 
seven-layer technical reference architecture that describes communication protocols (MAVLink 2.0, 
ROS2/DDS, MQTT 5.0, and NGSI-LD), edge computing hardware recommendations for five drone 
payload tiers, and quantified performance requirements for safety-critical operations. The key feature of 
COMPASS is its LLM-based Semantic Middleware Layer, which allows for context-aware decision-
making, natural human-drone interaction, and regulatory compliance verification. Comparing COMPASS 
to many other frameworks reveals that it is the only architecture to simultaneously provide multi-domain 
coverage, protocol-level specifications, hardware recommendations, LLM integration, and empirically 
verified benchmarks. 

Keywords: Unmanned aerial vehicles; Artificial intelligence; Smart cities; Reference architecture; Edge 
computing 
 

1. Introduction 

Combining Information and Communication Technology (ICT) with municipal services to enhance 
sustainability, operational efficacy, and quality of life, the concept of “smart cities” marks a significant shift 
in urban design [1,2]. In this technological context, Unmanned Aerial Vehicles (UAVs) have evolved into 
ground-breaking tools capable of doing tasks that were previously expensive, dangerous, or impractical 
[2,3]. Intelligent aerial systems that can perceive their environment, make decisions on their own, and do 
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difficult tasks with little human intervention are produced when AI capabilities are integrated with drone 
platforms [3]. 

Despite the fast advancement of UAV deployments in smart cities, three critical gaps hinder systematic 
development, starting with ignoring cross-domain integration or concentrating on certain application 
domains [4,5]. In addition to handling specific technological issues, such as object identification, without 
taking system-level architecture into account [6,7], or providing abstract conceptual frameworks devoid of 
hardware implementation guidelines and protocol-level requirements [8,9]. Furthermore, no existing work 
integrates LLMs as a semantic middleware for autonomous drone systems in smart city contexts [10,11]. 
These gaps motivate the present comprehensive survey and the proposed COMPASS reference architecture. 

The principal contributions of this paper are as follows: 

1. A comprehensive, cross-domain survey of AI-powered drone systems spanning delivery, infrastructure 
inspection, traffic management, disaster response, environmental monitoring, and urban planning, 
synthesizing findings from 87 sources with emphasis on publications from 2020–2025. 

2. The introduction of COMPASS (Cognitive Operations Model for Programmable Autonomous Smart-
city Systems), a novel seven-layer technical reference architecture that goes beyond existing 
conceptual frameworks [12,13] by specifying concrete communication protocols (MAVLink 2.0, 
ROS2/DDS, NGSI-LD, MQTT 5.0, ASTM F3411-22a), edge computing hardware recommendations 
(NVIDIA Jetson Orin, Qualcomm Flight RB5, Google Coral), and quantified performance 
requirements for safety-critical operations. 

3. The integration of a Semantic Middleware Layer based on edge-deployable Large Language Models 
(LLM) [10,11,14], which is a novel architectural contribution that enables context-aware decision-
making, regulatory compliance verification, natural language human-drone interaction, and structured 
report generation, capabilities not addressed by any existing drone architecture in the literature. 

4. A detailed comparison of the COMPASS architecture against existing surveys and frameworks, 
demonstrating that it is the first to simultaneously address multi-domain coverage, protocol-level 
specifications, hardware recommendations, LLM integration, and performance benchmarking. 

In this work, a comprehensive literature review is explored. Relevant articles were found by searching 
IEEE Xplore, Scopus, Web of Science, and Google Scholar using keywords like “UAV smart city”, “drone 
AI architecture”, “autonomous drone delivery”, and “LLM robotics”. Publications from 2020 to 2025 were 
highlighted, with foundational works added where necessary, to reflect the current state of the art. Technical 
publications and industry reports were used to collect deployment data in the real world. 

Problem Statement 

Despite the increasing rise of AI-powered UAV deployments in smart city areas, three major 
limitations in the industry limit systematic expansion and broad adoption: 

First, current surveys categorise drone applications (such as delivery, inspection, and traffic monitoring) 
separately without putting forward a unified architectural framework that unifies all application areas under 
a single technical reference model [3,5,9,15]. Instead of focusing on specific deployment scenarios or 
specialised AI techniques (such item identification algorithms), current research lacks the broad system-
level vision required for smart city integration. 

Secondly, there is no standard reference architecture that connects deployable, protocol-level 
specifications with theoretical AI-drone frameworks. Current architectural ideas are still abstract and lack 
the specific hardware platforms, communication protocols, and performance standards needed for practical 
deployment [8,12,13,16]. 

Third, few studies have been done on the growing use of Large Language Models (LLMs) as a 
cognitive and semantic layer in autonomous drone systems. While LLMs have shown significant potential 
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in robotics and autonomous systems [10,11,14], their integration into drone designs for semantic reasoning, 
human-drone interaction, and regulatory compliance has not yet been investigated in the reviewed literature. 

This paper presents COMPASS (Cognitive Operations Model for Programmable Autonomous Smart-
city Systems), a novel seven-layer technical reference architecture that provides hardware 
recommendations, protocol-level specifications, and an LLM-based semantic middleware layer for 
intelligent urban drone operations. Additionally, it provides a comprehensive overview of AI-powered 
drone systems across all significant smart city application domains. 

While this survey necessarily covers multiple application domains to provide architectural 
completeness, the central narrative of this paper is driven by three core themes: 

1. The architectural gap between conceptual UAV frameworks and deployable, protocol-level specifications. 
2. The novel role of LLMs as semantic middleware in safety-critical autonomous systems. 
3. The empirical validation of edge AI performance under COMPASS-specified hardware constraints. 

All application domains are analyzed through this unified lens, with the COMPASS architecture 
serving as the integrating framework. 

2. Related Work and Existing Approaches 

This section offers a systematic analysis of current frameworks, designs, and surveys for AI-powered 
drone systems in smart cities, arranged into four subject groups. The focus is on publications from 2020–
2025 to capture the current state of the art. 

2.1. Surveys on UAV Applications in Smart Cities 

An early vision of UAV uses in future smart cities was offered by Mohamed et al. [1], who identified 
important sectors such as emergency services, transportation, and surveillance. Nevertheless, neither AI 
integration nor a technological architecture was suggested in their study. In their assessment of IoT and 
collaborative smart drones for enhancing smart city operations, Alsamhi et al. [17] concentrated on 
cooperative behaviors and communication, but they did not discuss deep learning-based perception or LLM 
integration. Drones were broadly categorized by design and use by Hassanalian and Abdelkefi [3], but they 
did not discuss AI technologies or smart city deployment frameworks. The legislative and operational 
elements of drone applications for smart cities were examined by Důbravová et al. [4], who noted the 
necessity for integrated system designs but did not provide one. Shah et al. [9] investigated UAV issues 
and blockchain-based solutions for smart cities, while Ezzat et al. [5] carried out a horizontal study of video 
surveillance for smart cities utilizing edge devices. Both studies provided domain-specific insights but 
lacked cross-domain architectural integration. 

In a more recent analysis of UAV advancements at the beginning of the 2020s, Nex et al. [18] outlined 
anticipated trends in sensing, mapping, and autonomy, but did not discuss LLMs or cognitive architectures. 
One of the few studies to address XAI in the drone environment, Javaid et al.’s [19] investigation of 
explainable AI and monocular vision for UAV navigation in smart cities was restricted to navigation 
concerns. Garg et al. [20] proposed Drones-as-a-Service (DaaS) integrated with 5G and blockchain for IoT-
based smart city infrastructure, addressing communication layers but not perception or cognitive AI. 

2.2. Deep Learning-Based Perception for UAVs 

Object detection is foundational to intelligent drone systems. Redmon et al. [21] introduced YOLO, 
which enabled real-time detection; subsequent iterations, including YOLOv4 [22] and YOLO-based UAV 
detectors [6,23] improved both speed and accuracy for aerial imagery. Hossain and Lee [6] demonstrated 
GPU-based real-time multi-object detection and tracking from aerial imagery. More recently, Wang et al. 
[24] proposed CF-YOLO based on YOLOv11 for small target detection in drone imagery, achieving a 
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+12.7% mAP50 improvement on the VisDrone dataset. Zhang [25] developed Drone-YOLO with multi-
scale detection heads specifically optimized for UAV perspectives. Alshaer et al. [26] combined deep 
learning with Kalman filtering for UAV detection and tracking. Lin et al. [7] introduced focal loss for dense 
object detection, which became foundational for addressing class imbalance in aerial images. Merza et al. 
[27] demonstrated the wider application of these approaches by using deep learning to identify fake data 
injection in smart grids. CNN-based real-time object identification and tracking for commercial drones was 
proven by Rohan et al. [28]. 

Despite these works, most studies address perception in isolation without integrating detection models 
into comprehensive drone system architectures with edge computing constraints, communication protocols, 
and cognitive reasoning layers. 

2.3. Existing Drone System Architectures and Frameworks 

Several architectural frameworks have been proposed for drone systems. Garlan and Shaw [12] 
established foundational software architecture principles that inform modular drone system design. Shi et 
al. [13] introduced edge computing paradigms that address the latency constraints of autonomous systems. 
The MAVLink protocol [29] provides standardized communication for autopilot systems, and Ibrahim and 
Qassab [30] discussed self-organizing network concepts relevant to drone swarm coordination. Vemprala 
et al. [14] explored ChatGPT for robotics, establishing design principles for LLM integration with 
autonomous systems. Wei et al. [10] demonstrated chain-of-thought prompting for reasoning in LLMs, a 
foundational component of the cognitive layer in drone architectures. Bommasani [11] provided a 
comprehensive analysis of foundation model opportunities and risks relevant to autonomous systems. Table 
1 provides a systematic comparison of 8 existing frameworks against COMPASS across 6 evaluation 
dimensions, confirming that no existing work simultaneously addresses all dimensions. 

However, none of these works propose a complete, multi-layer reference architecture that integrates 
physical platforms, edge perception, semantic middleware (LLMs), communication protocols, city 
infrastructure integration, and human interaction within a unified framework with quantified performance 
requirements. This is the gap that COMPASS addresses. 

Table 1. Comparative summary of the literature review (✓ = Fully Addressed, Partial = Partially Ad-dressed, ✗ = Not Addressed). 

Study Multi-Domain Survey System Arch. Protocol Specs Edge HW Specs LLM Integ. Perf. Bench. 
Mohamed et al. (2020) [1] ✓ ✗ ✗ ✗ ✗ ✗ 

Alsamhi et al. (2019) [17]  ✓ Partial ✗ ✗ ✗ ✗ 

Důbravová et al. (2024) [4] ✓ ✗ ✗ ✗ ✗ ✗ 

Shah et al. (2024) [31]  Partial ✗ ✗ ✗ ✗ ✗ 

Javaid et al. (2025) [19]  ✗ ✗ ✗ ✗ ✗ ✗ 

Garg et al. (2024) [20]  ✗ Partial Partial ✗ ✗ ✗ 

Nex et al. (2022) [18]  ✓ ✗ ✗ ✗ ✗ ✗ 

Vemprala et al. (2024) [14] ✗ ✗ ✗ ✗ Partial ✗ 

This Paper (COMPASS) ✓ ✓ ✓ ✓ ✓ ✓ 

3. Artificial Intelligence Technologies for Drone Systems 

3.1. Deep Learning for Object Detection 

Intelligent drone perception is based on object detection, which allows UAVs to recognize and follow 
people, cars, and objects in real time [21,28]. Two-stage detectors and one-stage detectors are the two main 
designs into which deep learning-based object identification techniques fall [6,7,27]. 

Bounding box regression and classification come after the generation of region suggestions by two-
stage detectors like Faster R-CNN [32]. Despite their great precision, they are less appropriate for real-time 
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drone applications due to their computing overhead. Important features include high accuracy in detecting 
small objects, real-time performance is limited by computational complexity, and suitability for offline 
drone imagery analysis. 

One-stage detectors greatly increase inference speed by directly predicting bounding box locations and 
object classifications [21]. The most popular one-stage framework for drone applications is the YOLO (You 
Only Look Once) series [6,23]: 

 YOLOv3/v4: Used extensively in surveillance systems, it strikes a balance between speed and accuracy [22]. 
 YOLOv5/v7: Better feature pyramid networks for enhanced tiny object identification [26]. 
 YOLOv8/v11: state-of-the-art results on drone datasets with mAP50 increases of 10–12% [24,33]. 
 Drone-YOLO: A specialized version with multi-scale detecting heads that is tuned for UAV images [25]. 

The process combines autonomous navigation modules, Deep Learning perception (YOLO), and raw 
sensor data, see Figure 1. 

 

Figure 1. End-to-End AI Processing Pipeline for Autonomous Drones. 

3.2. Autonomous Navigation and Path Planning 

Autonomous drone navigation requires the combination of many sensor modalities and AI-driven 
decision-making systems [8,15,34]. Modern navigation systems integrate: 

1. GPS and Inertial Navigation Systems (INS): Use RTK (Real-Time Kinematic) corrections to provide 
positioning accuracy within centimeters [35]. 

2. LiDAR and Depth Sensors: Provide obstacle detection and 3D environmental mapping [36]. 
3. Computer Vision: Stereo and monocular camera systems for scene comprehension and visual odometry [19]. 
4. Machine Learning Models: Adaptive route planning in dynamic situations using reinforcement 

learning [37]. 

NVIDIA Jetson edge AI devices, which evaluate sensor inputs to develop sound detection and 
avoidance abilities that enable safe operation in shared airspace, are used by Zipline’s autonomous delivery 
drones to navigate [38]. Two Jetson Orin NX modules are used in their P2 platform: one for environmental 
understanding and sensor fusion, and another for redundancy and safety in the delivery droid [39]. 

3.3. Edge Computing and Real-Time Processing 

Drones with AI capabilities need edge computing systems that can analyze data on-board instead of 
depending on a cloud connection to meet their computational demands [16,20]. For drone applications, the 
following are important edge computing systems: 

 The NVIDIA Jetson Series provides up to 275 TOPS for autonomous systems with the Xavier NX and 
Orin modules [38]. 
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 Google Coral TPU: TensorFlow Lite models with energy-efficient inference acceleration [40]. 
 Intel Movidius: Vision Processing Units (VPUs) designed for computer vision tasks [41]. 

3.4. Large Language Models (LLMs) for Cognitive and Semantic Drone Operations 

While deep learning models such as CNNs, YOLO, and SLAM algorithms provide perception and 
control, Large Language Models (LLMs) enable semantic understanding, reasoning, orchestration, and 
human-system interaction in AI-powered drone ecosystems [10]. Instead of replacing low-level 
autonomous modules, LLMs serve as high-level cognitive controllers by integrating many data sources, 
human intent, rules, and mission objectives into logical operational actions [11]. 

Because LLMs can interpret natural language commands from human operators and city management 
systems, reason over symbolic information such as safety constraints, mission rules, and regulations, 
coordinate multi-agent drone fleets and edge/cloud services, and generate structured plans, explanations, 
and reports from raw sensor data and analytics outputs, they are particularly well suited for smart city drone 
systems [14,42]. 

Under this paradigm, LLMs operate at the cognitive and semantic layer, enabling explainable system 
behavior, adaptive mission planning, and context-aware decision-making, but vision and sensor models still 
control perception. 

The design selections of COMPASS are directly influenced by the AI technologies discussed in 
Sections 3.1–3.4. TensorRT-optimized YOLO models operate on specialized AI accelerators in COMPASS 
Layer 3 (Edge Perception Layer), where deep learning-based object identification (Section 3.1) is 
instantiated. Layer 2 (the Flight Control Layer) and Layer 3 are where autonomous navigation algorithms 
(Section 3.2) function. The hardware specification levels in Section 5.4 are determined by the edge 
computing hardware (Section 3.3). Lastly, the Semantic Middleware (Layer 4), which is explained in 
Section 5.2, is an architectural formalization of LLMs (Section 3.4). This mapping guarantees that each 
COMPASS layer is based on a validated AI paradigm rather than a theoretical assumption. 

Even with these advantages, LLMs pose serious risks in situations where safety is crucial. An LLM 
misinterpreting a regulatory limitation or sensor abnormality might lead to dangerous flying decisions, 
which presents a fundamental issue. Hallucination is the production of convincing but factually inaccurate 
outputs. Additionally, COMPASS strictly restricts LLM operation to Layer 4 (semantic reasoning, mission 
planning, reporting). It restricts LLM involvement in Layer 2 (flight control) or Layer 3 (collision 
avoidance), where deterministic algorithms operate within <50 ms latency budgets, because inference 
latency (10–38 tokens/second on edge hardware, Section 6.2) introduces delays incompatible with real-
time flight control. 

Prompt injection attacks, in which undesirable material (such as sensor feeds from illegitimate sources 
or adversarial language in scanned QR codes) manipulates LLM reasoning, are among the cybersecurity 
threats unique to LLM-integrated drones. By using cryptographic verification of all external data sources 
(AES-256 with dynamic session keys), input sanitization at the Layer 4 border, and sandboxed LLM 
execution environments that prevent file system or network access outside specified APIs, COMPASS 
minimizes this. 

4. Application Domains in Smart Cities 

There are many currently applicable applications that drones can be used for in smart cities. These 
areas of operation can be expanded as the smart city develops, and new applications could arise in the near 
future. Figure 2 illustrates the UAVs’ key application domains and their specific use cases in smart cities. 
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Figure 2. Integrated Smart City Drone Ecosystem. 

4.1. Drone Delivery Services 

One of the most important commercial uses of AI-powered UAVs is autonomous drone delivery; 
several companies have achieved operational deployment at scale [39,43–45]. 

With operations in seven nations, including Rwanda, Ghana, and the US, Zipline has built the world’s 
largest autonomous drone delivery network [39,46]. Important operational metrics consist of: 

 More than 800,000 deliveries have been made worldwide. 
 Over 55 million miles flown independently. 
 One distribution is made globally every 70 s. 
 A ten-mile delivery radius in less than ten minutes. 
 A 70 mph cruise speed and an 8 kg payload capacity. 

The Platform 2 (P2) hybrid drone from Zipline enables accurate deliveries in congested urban areas by 
fusing VTOL (Vertical Take-Off and Landing) capabilities with fixed-wing flying efficiency [39]. By using 
a cable attached to a customized “Zip” robot, the system is able to place packages without landing with 
dinner-plate precision. Walmart, Sweetgreen, Cleveland Clinic, and Michigan Medicine are among the 
partners [44]. 

With operational installations in Lockeford, California, and College Station, Texas, Amazon Prime Air 
has been researching drone delivery since 2013 [43,47]. Features of Amazon’s MK30 drone: 

1. Intelligent sense-and-avoid systems using computer vision driven by AI. 
2. A weatherproof design that can function in mild rain. 
3. A lower noise profile, in contrast to earlier generations. 
4. Integration with the infrastructure of the Amazon fulfillment network. 

With U.S. operations supporting Walmart shops in the Dallas region, Wing (Alphabet) has conducted 
over 350,000 deliveries, mostly in Australia [44,48]. Wing’s AI-powered platform enables drones to 
autonomously assess package placement when delivery sites are restricted. 
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4.2. Infrastructure Inspection and Maintenance 

Infrastructure maintenance has been revolutionized by AI-powered drone inspection, which offers 
more secure, faster, and more economical evaluation techniques [49–51]. Benefits that have been 
documented include: 

 Cost reduction: up to 74% less than with conventional manual inspection techniques [49]. 
 Safety improvement: removing human exposure to dangerous conditions reduces occupational 

accidents by 91% [49]. 
 Time efficiency: Compared to days for typical procedures, inspections were finished in two hours [50]. 
 Accuracy of detection: 95% of defects are detected using AI-powered analysis [50]. 

Bridge Inspection: During a significant bridge repair project in New York City, AI Engineers, Inc. (AIE, 
New York, NY, USA) used drones to take over 1000 high-resolution geotagged photos and three hours of 4K 
video in six hours of flight without the need to close lanes [51]. AI defect identification in conjunction with 
the DJI M350 RTK platform can identify corrosion, deformation, spalling, and fractures as small as 0.1 mm 
[52]. Drones powered by artificial intelligence have been effectively used in Europe to monitor aging bridges, 
averting costly failures and enhancing the long-term integrity of the infrastructure [53,54]. 

Power Line and Utility Inspection: Predictive maintenance that anticipates power line breakdowns 
months in advance is made possible by Deloitte’s AI-powered remote sensing technology, which was 
shown at IFS Connect 2025 [55,56]. In order to achieve a 15–35% decrease in field hours, the system uses 
drones equipped with LiDAR sensors and AI models that can assess thousands of assets everyday as 
opposed to 10 poles that are physically examined every day [55]. Autonomous drone inspections of wind 
farms are made possible by AWS’s AI Workforce platform, which use computer vision algorithms to 
identify irregularities and provide prompt, useful maintenance suggestions [57]. 

LLMs help with automated reporting by transforming discovered faults, images, and sensor data into 
structured inspection reports that comply with engineering standards and regulatory requirements [10,14]. 
This feature drastically cuts down on the time required for post-inspection paperwork while guaranteeing 
uniformity and accordance to industry standards. 

The value of items delivered to customers by drones is predicted by PwC to rise from $251 million in 
2024 to $65.2 billion by 2034. This 74% yearly growth rate shows how rapidly the drone business is 
expanding [58]. The main cause of this rise is AI advancements, such as deep learning algorithms, that 
enable intelligent decision-making, autonomous navigation, and real-time object identification [6,21,23,24]. 
Thanks to systems like NVIDIA Jetson Orin, which provide sophisticated perception and navigation 
capabilities, current AI-powered drones can analyze sensor data at rates of more than 275 trillion operations 
per second (TOPS) [38]. 

4.3. Traffic Management and Urban Mobility 

AI-capable drones provide undiscovered opportunities for controlling urban transportation and traffic 
monitoring [59–61]. Drones provide more views, variable deployment, and the capacity to record 
challenging situations like interchanges and roundabouts than fixed-camera systems [62]. Important uses 
consist of: 

1. Real-time congestion detection: In just a few seconds, AI video analytics can detect accidents and 
bottlenecks [60]. 

2. Vehicle trajectory mapping: To optimize flow, computer vision monitors vehicle movements [62]. 
3. Parking management: Space optimization and occupancy monitoring are made possible by aerial 

photography [59]. 
4. Analysis of pedestrian safety: AI can identify dangerous crossing patterns and close calls in pedestrian 

safety research [19]. 
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AECOM has been at the forefront of integrating drones and artificial intelligence for traffic monitoring 
in Hong Kong, having completed over ten survey projects [62]. To map vehicle movements, assess line 
trends, and detect events such as buses departing laybays, AI analyzes the large volume of imagery collected 
from a two-hour drone scan. Machine learning-based traffic optimization had a 3:1 cost-benefit ratio and a 
net present value of $150 million over a ten-year period, according to research done in Hong Kong [62]. 
The Ghent U-space initiative in Europe is the first airspace integration of drones with urban traffic 
management, aiming to reduce ground congestion and streamline emergency responses [63]. 

In order to recommend control strategies and provide traffic authorities with actionable insights, LLMs 
combine textual incident reports, city regulations, historical traffic patterns, and drone video analytics to 
enable semantic traffic reasoning [11,14]. More complex traffic management decisions that take into 
account many data modalities and contextual in-formation are made possible by this integration. 

4.4. Disaster Response and Emergency Management 

Drones with AI capabilities are becoming essential tools for disaster response, as they can quickly 
assess damage, locate survivors, and distribute emergency supplies [64–68]. An innovation in AI-assisted 
disaster response is the CLARKE (Computer vision and Learning for Analysis of Roads and Key Edifices) 
system created at Texas A&M University [64]. 

Capabilities of the CLARKE System [64]: 

 In only seven minutes, it evaluates the damage to 2000 houses. 
 AI trained on more than 21,000 buildings destroyed by disasters. 
 Deployed during the hurricane season of 2024 (Debby and Helene in Florida and Pennsylvania). 
 Allows rural counties to comprehend the level of harm in minutes as opposed to days. 

Applications for Search and Rescue: Generative Adversarial Networks (GANs) have been used by 
researchers at Tokyo’s Shibaura Institute of Technology to create AI systems that can identify human 
sounds under fallen structures and filter UAV noise [69]. 

1. Thermal imaging for survivor discovery in ruins and distant regions is one of the key skills. 
2. Using audio pattern recognition to find people who are confined. 
3. Coordinating swarms for concurrent multi-area coverage. 
4. Establishing temporary communication relays in areas affected by disasters [67]. 

A new paradigm in public safety has been brought about by Drone as First Responder (DFR) initiatives, 
which place drones in key urban sites so they may be sent out right away in response to emergency calls 
[70]. To check specific floors of high-rise buildings during firefighting operations, CTU experts developed 
the DOFEC drone, equipped with sensors, infrared cameras, and artificial intelligence [4]. 

In order to select locations for inspection, dynamically reassign drone fleets, and provide status reports 
for authorities, LLMs may assist with disaster response by automatically reading emergency reports, 
satellite imagery summaries, drone analytics, and social media alerts [10,11]. Emergency response activities 
may be carried out more quickly and efficiently because of this cognitive layer. 

Theoretical foundations for multi-agent consensus in UAV swarms, including convergence guarantees 
under communication delays [71] and asynchronous cooperation-competition networks [72], provide the 
mathematical basis for coordinated COMPASS swarm deployments. 

4.5. Environmental Monitoring and Sustainability 

By monitoring the environment, drones equipped with AI capabilities greatly enhance urban 
sustainability [73,74]. Applications include: 

 Air quality monitoring: CO, CO2, NO2, SO2, O3, NH3, and particle matter measurements [74]. 
 Urban heat island detection: Locating hotspots for pollution using thermal imaging [73]. 
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 Water quality assessment: Detection of pollution, chemical leaks, and oil spills [53]. 
 Green space evaluation: monitoring vegetation health and assessing biodiversity [59,75]. 
 Wildlife tracking: To identify species and keep track on habitats, XAI algorithms are used [19]. 

4.6. LLM-Enhanced Reference Architecture for Smart City Drone Systems 

Five logical layers could be seen in a reference design that integrates LLMs into AI-powered drone 
systems for smart cities [11,14]. UAV platforms with cameras, LiDAR, thermal sensors, microphones, 
GPS/RTK, and communication modules that gather environmental data in real time make up the Physical 
and Sensing Layer. In order to fulfill latency and safety requirements, the Edge Intelligence Layer’s 
embedded AI modules (YOLO, SLAM, sensor fusion, obstacle avoidance) carry out real-time perception 
and control aboard the drone. 

The LLM Cognitive Layer is made up of a centralized or edge-deployed LLM that performs semantic 
reasoning, mission planning, anomaly interpretation, regulatory compliance checking, and human 
interaction after receiving structured summaries from cognitive systems and external data sources. Traffic, 
weather, digital twins, GIS maps, emergency systems, and regulatory databases are just a few of the smart 
city platforms that can be integrated with the City Digital Infrastructure Layer. Lastly, city operators may 
communicate with the system using natural language interfaces for tasking, auditing, and monitoring thanks 
to the Human Interaction Layer. The architecture bridges low-level edge perception with high-level 
cognitive reasoning, as shown in Figure 3. 

As a semantic middleware, the LLM ensures traceability, safety, and explainability while translating 
between machine-level activities, governmental laws, and human intent [10]. 

 

Figure 3. Proposed LLM-Enhanced Reference Architecture for Smart City Drone Systems. 

5. COMPASS Reference Architecture: Theoretical Foundation and Design Principles 

Three fundamental theoretical assumptions form the foundation of COMPASS’s architectural concepts. 
First, in order to provide distinct optimization and failure isolation, the Separation of Concerns Principle 
needs a strict separation between perception (sensor processing), cognition (LLM reasoning), and actuation 
(flight control) layers [12]. Second, to overcome a crucial latency restriction of autonomous flight, the 
Edge-First Processing Paradigm reserves cloud resources for non-time-sensitive cognitive activities and 
prioritizes onboard computing for safety-critical operations [13]. Third, vendor-independent deployments 
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and future development are made possible by the Standards-Based Interoperability Principle, which 
guarantees that all interfaces comply with the existing protocols (MAVLink, ROS2, NGSI-LD) [29]. 

By including a dedicated Semantic Middleware Layer that acts as a bridge between machine-level 
operations and human-interpretable reasoning, the COMPASS concept goes beyond conventional drone 
systems. This layer converts flight telemetry and unstructured sensor data into knowledge representations 
using edge-deployable LLMs, enabling explainable decision-making and regulatory compliance 
verification [10,14]. 

5.1. Novelty and Distinction from Existing Architectures 

COMPASS sets itself apart from survey-based frameworks and current drone system designs in a 
number of important ways. COMPASS offers protocol-level specifications for each communication 
interface, including MAVLink 2.0 parameters, ROS2/DDS QoS rules, 5G NR UAV support, and NGSI-
LD entity models (Table 1), in contrast to the high-level conceptual models detailed by Mohamed et al. [1] 
and Alsamhi et al. [17]. COMPASS offers precise edge computing hardware recommendations based on 
drone payload capacity (Table 2) with verified test results [76,77], in contrast to hardware-agnostic 
suggestions. Drone system designs are unusual in that they include a Semantic Middleware Layer (Layer 
4) based on edge-deployable LLMs. While Vemprala et al. [14] investigated LLMs for robotics design and 
Wei et al. [10] showed chain-of-thought reasoning, no previous architecture incorporates LLMs as a 
specialized layer for drone-specific semantic reasoning, regulatory compliance, and human interaction. 
Additionally, COMPASS incorporates regulatory compliance (FAA Part 107/108, EASA EU 2019/947, 
ASTM F3411-22a) as a first-class architectural issue instead of a post-hoc consideration [78,79]. 

To the authors’ knowledge, no published UAV reference architecture simultaneously specifies: (a) a 
seven-layer decomposition with explicit protocol bindings at each interface, (b) hardware-tier 
recommendations tied to payload classes, (c) an LLM-specific middleware layer, and (d) empirically 
verified performance benchmarks on drone-representative datasets. The systematic comparison in Table 1 
supports this claim. 

5.2. Seven-Layer Technical Architecture 

COMPASS is a seven-layer technological architecture that covers every aspect of AI-powered drone 
operations in smart city contexts. Particular protocols, interfaces, and performance standards are described 
at each level. The full scope of COMPASS design, including inter-layer transmission lines, is shown in 
Figure 4. 

1. Layer 1—Physical Platform Layer: Consists of the main sensors, propulsion systems, and UAV 
airframe. This layer connects to flight controllers using PWM/DSHOT protocols and delivers raw 
sensor streams via UART (GPS/RTK receivers), SPI/I2C (IMU, barometer), and MIPI CSI-2 (cameras). 
For the layer to be reliable for urban deployment, it must have an IP55 or above environmental 
protection certification. A reference implementation uses the Holybro Pixhawk 6X flight controller 
with PX4 v1.14 firmware, interfacing via UART at 921,600 baud to a companion computer. 

2. Layer 2—Flight Control Layer: Carries out basic autopilot tasks, including trajectory tracking, attitude 
stabilization, and position holding. This layer runs flight control firmware like PX4 or ArduPilot using 
specialized real-time processors, often from the ARM Cortex-M or Cortex-R family. Standardized 
command and telemetry interfaces are provided via the MAVLink 2.0 protocol, which connects with 
upper layers via serial (115,200 baud) or UDP connections. PX4 SITL (Software-In-The-Loop) 
simulation enables pre-deployment testing of Layer 2 trajectory algorithms before physical flight. 

3. Layer 3—Edge Perception Layer: Carries out real-time AI prediction for object recognition, tracking, 
and scene understanding. This layer requires specialized AI accelerators that can achieve inference 
latencies of less than 50 ms for safety-critical applications. TensorRT-optimized models (YOLOv8, 
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ByteTrack) are used in processing pipelines that are installed on NVIDIA Jetson or similar systems. 
The results are provided as ROS2 topics for use downstream. A reference perception pipeline consists 
of: camera → GStreamer capture → TensorRT YOLOv8n inference → ROS2 topic/detection/objects 
→ ByteTrack tracker → ROS2 topic/tracking/objects. 

4. Layer 4—Semantic Middleware Layer: This layer, which sets COMPASS unique, has edge-deployable 
LLMs (quantized 1-7B parameter models) that use perceptual outputs to do semantic reasoning. 
Natural language command interpretation, mission constraint validation, anomaly contextualization, 
and structured report generation are some of the characteristics. WebSocket interfaces for streaming 
interactions and RESTful APIs for synchronous queries are exposed by this layer. LLM deployment 
uses llama.cpp with INT4 quantization, exposing a FastAPI endpoint at port 8080; a watchdog process 
monitors response latency and falls back to rule-based decisions if LLM response exceeds 2000 ms. 

5. Layer 5—Communication Layer: handles all wireless communication, including mesh networking for 
swarm coordination (802.11s or custom protocols) [32], major C2 connections (5G/LTE with 3GPP 
Release 17 UAV compatibility), and regulatory broadcast channels (Remote ID via Bluetooth 5.0/Wi-
Fi NaN per ASTM F3411-22a). For safety-critical traffic, this layer implements redundant link 
management with automatic failover and QoS prioritization [30]. C2 redundancy is implemented via a 
priority queue: 5G (primary) → LTE (secondary) → 900 MHz LoRa (emergency C2 only) with 
automatic failover on 3× consecutive packet loss. 

6. Layer 6—City Integration Layer: Provides standardized interfaces for digital twin platforms (Azure 
Digital Twins, NVIDIA Omniverse), emergency services, traffic management systems, context brokers 
(FIWARE Orion via NGSI-LD), and other smart city infrastructure. Data transfer adheres to the OGC 
SensorThings API specifications for sensor observations and CityGML 3.0 for spatial data format. 

7. Layer 7—Human Interaction Layer: Enables the use of natural language interfaces for mission tasking, 
real-time monitoring dashboards, and audit/compliance reporting. By using the LLM capabilities of 
the Semantic Middleware Layer to translate between technical system states and human-interpretable 
representations, this layer accommodates both expert operators and non-technical stakeholders. 

 

Figure 4. COMPASS Seven-Layer Technical Architecture for AI-Powered Smart City Drone Systems. 
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5.3. Communication Protocol Stack Specifications 

For the diverse needs of autonomous drone operations, COMPASS specifies a multi-protocol 
communication stack. The complete protocol specifications grouped by functional domain are shown in 
Table 2. 

Table 2. COMPASS Communication Protocol Specifications. 

Functional 
Domain 

Protocol Spec. Key Parameters 

Autopilot C2 MAVLink 2.0 
RFC-style binary 
protocol 

14-byte header, 280-byte max packet, CRC-16/MCRF4XX checksum, SHA-
256 signing (13-byte signature), 57,600–921,600 baud serial 

Middleware ROS2/DDS 
OMG DDS-RTPS 
2.5 

Fast DDS: 5–41 μs latency, QoS: Best Effort (sensors), QoS: Reliable 
(commands), UDP multicast discovery 

Cellular C2 5G NR 3GPP Release 17+ 
UAS NF for USS exposure, CAA-Level UAV ID support, ≤50 ms latency 
target, 99.9% reliability (dual-operator) 

IoT Telemetry MQTT 5.0 OASIS Standard 
QoS 1 for drone telemetry, ~15.5 ms pub-sub latency, TLS 1.3 encryption, 
Topic: drone/appli/telemetry 

Remote ID 
ASTM F3411-
22a 

FAA/EASA 
compliant 

Bluetooth 5.0 (ch 37, 38, 39), Wi-Fi NaN/Beacon (ch 6, 149), 1 Hz 
broadcast rate, ±100 ft position accuracy 

City Integration NGSI-LD 
ETSI ISG CIM 
v1.7.1 

JSON-LD entity model, GeoProperty for locations, Subscription 
notifications, Context broker integration 

Several mechanisms are used by the protocol stack to implement defense-in-depth security: TLS 1.3 
for cloud/network data transmission, secure boot with hardware root of trust (TPM/ARM TrustZone), GPS 
spoofing countermeasures such as multi-frequency receivers and INS integration, and AES-256 encryption 
with dynamic session keys for all C2 communications [56,80–83]. 

The quantitative performance profile of the COMPASS protocol stack demonstrates measurable 
advantages across all functional communication domains. At the flight control level, MAVLink 2.0 over 
UDP achieves an end-to-end round-trip latency of 1–8 ms, which satisfies the <50 ms C2 reliability 
requirement, detailed in Section 5.7, with a margin of 6× under optimal network conditions. At the 
middleware level, ROS2/DDS with Fast DDS achieves inter-process communication latency of 127–835 
μs for local node communication, representing a substantial improvement over earlier ROS1 TCP-based 
transport, which typically operates in the 1–5 ms range. For cellular C2 links, 3GPP Release 17 5G NR 
with UAV-specific network functions achieves a target latency of ≤50 ms with 99.9% link reliability under 
dual-operator configurations, exceeding the performance of LTE-based solutions that typically report 60–
100 ms control-plane latency in UAV deployments. IoT telemetry via MQTT 5.0 achieves ~15.5 ms 
publish-subscribe latency with QoS Level 1 delivery guarantees and TLS 1.3 encryption overhead, making 
it suitable for non-safety-critical drone state reporting. The Remote ID broadcast layer (ASTM F3411-22a) 
maintains a mandatory 1 Hz minimum broadcast rate with ±100 ft (95th percentile) position accuracy over 
Bluetooth 5.0 Legacy Advertising channels, fully compliant with FAA and EASA requirements. 
Collectively, the protocol stack delivers a worst-case end-to-end command latency of approximately 15–
20 ms from operator input to drone actuator response via the primary 5G C2 path, which is consistent with 
the ~15 ms collision avoidance latency reported in Section 6.3 and falls well within the ICAO-
recommended 200 ms maximum for safety-critical UAV command links. 

5.4. Edge Computing Hardware Specifications 

Carefully selected hardware that offers a compromise between processing power and weight 
restrictions is needed for the Edge Perception and Semantic Middleware layers. As seen in Table 3, 
COMPASS offers hardware recommendations categorized by drone payload capacity. 
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Table 3. COMPASS Edge Computing Hardware Specifications. 

Platform 
AI 

Performance 
Power Memory Weight Recommended For 

NVIDIA Jetson AGX Orin 64 
GB 

275 TOPS INT8 15–60 W 
64 GB 
LPDDR5 

~200 g 
(module) 

Heavy-lift industrial (>5 kg 
payload) 

NVIDIA Jetson Orin NX 16 GB 157 TOPS INT8 10–40 W 
16 GB 
LPDDR5 

~90 g (module) Medium industrial (2–5 kg payload) 

NVIDIA Jetson Orin Nano 8 
GB 

67 TOPS INT8 7–25 W 
8 GB 
LPDDR5 

~60 g (module) 
Small commercial (0.5–2 kg 
payload) 

Qualcomm Flight RB5 5G 15 TOPS 5–15 W 
8 GB 
LPDDR5 

~40 g (SoM) Compact with 5G (0.5–1 kg) 

Google Coral Dev Board Micro 4 TOPS 0.5–2 W 256 MB 10.4 g Micro drones (<500 g) 

Hardware selection involves critical trade-offs between computational performance, power 
consumption, weight, and cost. The Jetson AGX Orin 64 GB delivers the highest performance (275 TOPS), 
but at ~200 g module weight and up to 60 W power draw, limiting flight duration on battery-powered 
drones, a concern for extended inspection missions. The Jetson Orin Nano offers the best performance-per-
watt ratio for small commercial drones, though its 8 GB memory may constrain multi-model deployments 
that simultaneously run YOLO, SLAM, and LLM inference. Although the Google Coral Edge TPU is 
appropriate for micro-drones and performs very well in ultra-low-power circumstances (<2 W), its 4 TOPS 
performance is inadequate to run LLM-class models, restricting it to perception-only tasks without Layer 
4 semantic capabilities. In comparison to NVIDIA-class hardware, the Qualcomm Flight RB5’s integrated 
5G modem reduces AI performance (15 TOPS) while simplifying the communication stack. Instead of 
optimizing raw AI performance, practitioners should choose hardware according to their particular 
application profile, operational restrictions, and legal requirements. 

YOLOv8n inference is shown at 7.5 ms (133 FPS) in benchmark testing on the NVIDIA Jetson Orin 
Nano with TensorRT FP16 optimization, satisfying the sub-50 ms latency criteria for autonomous 
navigation [76]. Quantized models like Phi-3-mini (3.8B parameters, Q4_K_M) can generate 10–15 tokens 
per second on Jetson Orin for edge LLM deployment, which is sufficient for applications like mission 
planning and reporting. Weight-critical micro-drone applications benefit greatly from the Coral Edge 
TPU’s 2.4 ms MobileNet v1 inference at less than 2 W power consumption [77]. 

5.5. Commercial Drone Platform Integration 

COMPASS is designed to work with corporate drone systems that are presently on the market. The 
parameters of the top three platforms that indicate COMPASS compatibility are shown in Table 4; each 
platform offers unique features for various smart city application profiles. 

Table 4. Commercial Enterprise Drone Platform Specifications. 

Specification DJI Matrice 350 RTK Skydio X10 Autel EVO Max 4T V2 
Max Flight Time 55 min 40 min 42 min 

Max Payload Capacity 2.7 kg 0.38 kg (integrated sensors) Integrated multi-sensor 
Max Speed 23 m/s 20 m/s 23 m/s 

Transmission Range 20 km (O3 Enterprise) 12 km/unlimited (5G) 20 km 
RTK Positioning 1 cm + 1 ppm horizontal RTK-capable RTK-capable 

Obstacle Avoidance 6-directional sensing True 360° autonomy 720° (dual fisheye + mmWave) 
Environmental Rating IP55 IP55 IP43 

AI/Compute Integration Payload SDK (X-Port/SkyPort) Dual: Jetson Orin + QRB5165 SDK v2.0 + Cloud API 
Autonomous Docking DJI Dock 2 compatible Skydio Dock compatible Dragonfish Nest compatible 
NDAA Compliance No Yes (U.S. manufactured) No 
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With the maximum payload capacity (2.7 kg), the DJI Matrice 350 RTK is suitable for infrastructure 
inspection that requires specialized sensors. With the Payload SDK, custom COMPASS edge computing 
modules may be added [84]. With its NightSense technology, the Skydio X10 offers native support for 
autonomous operations in GPS-denied areas and a unique combination of the NVIDIA Jetson Orin and 
Qualcomm QRB5165 processors onboard, providing 10× the computational power of earlier versions [85]. 
By combining millimeter-wave radar with dual fisheye vision, the Autel EVO Max 4T V2 offers the most 
complete obstacle detection (720°), detecting objects as tiny as 1.3 cm [86]. 

5.6. Smart City Data Integration Standards 

Standardized interfaces for two-way exchange of information with urban digital infrastructure are 
implemented by COMPASS’s City Integration Layer. There are three main patterns of integration identified: 

 Digital Twin Integration: Digital Twin Definition Language (DTDL v3) for Azure Digital Twins and 
USD (Universal Scene Description) for NVIDIA Omniverse are used to specify COMPASS drone 
elements in city digital twin systems. Depending on the mission phase, telemetry updates take place 
around 1–10 Hz. In order to discover conflicts and simulate flight paths, spatial interactions are 
represented. Predictive maintenance is enabled by linking real-time asset monitoring with what-if 
scenario analysis for mission planning [87,88]. 

 Context Broker Integration: The primary data exchange portal for drone entities that adhere to NGSI-
LD rules is FIWARE Orion Context Broker. TemporalProperties (observation timestamps), 
Relationships (assigned mission, identified objects), GeoProperties (current position as GeoJSON 
Point), and Properties (battery level, flying mode) are used by each drone to express its status as a 
standardized entity. Emergency and traffic management systems can respond in real time thanks to 
subscription-based alerts [89]. 

 Sensor Observation Integration: The OGC SensorThings API is the best for sharing drone sensor data 
(Part 1: Sensing v1.1). This hierarchical paradigm (Thing → Datastream → Observations) makes use 
of Location/HistoricalLocation entities to enhance trajectory tracking and temporal searches. MQTT 
extensions, including v1.0/Datastreams/Observations, give low-latency data streaming to city 
monitoring dashboards and real-time subscriptions via topic patterns [90]. 

5.7. Performance Requirements and Validation Criteria 

Based on operational experience and regulatory criteria, COMPASS establishes quantifiable 
performance objectives for activities that are critical to safety as illustrated in Table 5. 

Table 5. COMPASS Performance Requirements for Safety-Critical Operations. 

Function Latency Requirement Throughput Accuracy 
Collision Avoidance <50 ms end-to-end >20 FPS >95% detection 

Object Detection (YOLO) <33 ms inference 30 FPS >90% mAP50 
Object Tracking <100 ms pipeline 10–30 FPS >75% MOTA 
SLAM Pipeline 30–100 ms total 10–30 Hz <1% drift 

LLM Query Response <2000 ms 10–15 tok/s Coherent output 
C2 Link Reliability <50 ms RTT >1 Mbps >99.9% 
RTK Positioning <1000 ms convergence 10 Hz updates 1 cm + 1 ppm 

Remote ID Broadcast 1 Hz minimum Continuous ±100 ft (95%) 

The collision avoidance end-to-end latency (~15 ms) was computed by adding the following: 
MAVLink C2 command transmission (1–8 ms), YOLOv8n inference (4.5 ms), obstacle categorization and 
decision (3 ms), and camera acquisition (1 frame @ 30 FPS = 33 ms max). This corresponds with flight 
test data that has been made public by Zipline’s P2 platform [39]. 



Drones Auton. Veh. 2026, 3(3), 10017. doi:10.70322/dav.2026.10017  16 of 29 

 

These requirements ensure that COMPASS-compliant systems meet FAA Part 107/108 and EASA 
Specific Categories operating authorization standards. For validation, common test techniques include 
controlled flight testing in allowed airspace, hardware-in-the-loop simulation, and artificial benchmark 
suites [91]. 

5.8. Regulatory Compliance Framework 

COMPASS incorporates regulatory compliance as a top-tier architectural challenge with specific methods 
for remote ID broadcast, geofencing enforcement, and operational authorization verification. The Semantic 
Middleware Layer performs real-time compliance checks against actual flight data and maintains structured 
representations of relevant rules (FAA Part 107/108, EASA EU 2019/947, and local regulations) [78]. 

The Remote ID system satisfies ASTM F3411-22a criteria by broadcasting UAV identity, position, 
velocity, and operator location using Bluetooth 5.0 Legacy Advertising (channels 37, 38, and 39) and Wi-
Fi Neighbor Awareness Networking. The location accuracy meets the requirements of ±150 feet vertically 
and ±100 feet horizontally with a 95% probability. COMPASS recommends that BVLOS operations use 
Detect-and-Avoid (DAA) systems that meet ASTM F3442-25 performance criteria. The Semantic 
Middleware Layer offers post-flight audit plain language explanations of avoidance maneuvers [79,92]. 

Interaction with U-space Service Providers (USSPs) via standardized APIs for network identification, 
geo-awareness, flight authorization, and traffic information services supports the European U-space 
regulatory framework (EU 2021/664). In exchange for giving USSPs their aircraft schedules and current 
locations, COMPASS organizations get dynamic geofence updates and conflict notification messages [93]. 

COMPASS implements compliance verification through a three-stage process. Pre-flight, the Semantic 
Middleware Layer (Layer 4) queries a structured regulatory knowledge base containing FAA Part 107/108 
rules, EASA category requirements, and local geofence data. A compliance report with a pass/fail status 
for each relevant regulation is produced when the planned mission parameters (flight route, altitude, speed, 
payload weight, operator certification) are parsed and compared to the relevant regulations. Continuous 
monitoring while in flight compares real flight parameters to authorized limits; any deviation results in an 
instant alarm and, in the case of serious breaches, starts a pre-planned autonomous return-to-home process. 
After the flight, the LLM creates an audit record that is structured for submission to aviation authorities and 
includes all regulatory events, instances of deviation, and avoidance strategies in simple language. This 
three-phase process is similar to the compliance verification architecture shown in the Ghent U-space 
initiative [63] and Wing’s operational procedures [48]. 

6. Experimental Validation 

Three key architectural layers: the Edge Perception Layer (Layer 3), the Semantic Middleware Layer 
(Layer 4), and the Communication Protocol Stack (Layer 5), were the subject of a series of benchmark trials 
to verify the viability and performance predictions of the COMPASS design. Every experiment uses the 
COMPASS framework’s hardware and software designs (Tables 1–3), and the outcomes are compared to 
the performance standards listed in Table 4. Additionally, the COMPASS architecture and existing 
frameworks from the literature are compared quantitatively. 

Although controlled hardware evaluation provides reproducible baselines, documented commercial 
implementations that follow COMPASS criteria offer real-world operational validation. Operational proof 
that the 50 ms collision avoidance latency requirement (Table 5) can be met at scale is provided by Zipline’s 
800,000+ deliveries employing NVIDIA Jetson Orin-class hardware [39]. The object identification 
accuracy criteria for traffic situations are operationally validated by AECOM’s drone-based traffic 
monitoring in Hong Kong [62]. 
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For experimental methodology, all hardware benchmarks were conducted following a standardized 
experimental protocol. Object detection experiments (Section 6.1) used the publicly available 
VisDrone2019-DET benchmark dataset [24,25,33], with models evaluated at an input resolution of 640 × 
640 and trained with TensorRT FP16 optimization on an NVIDIA Jetson Orin Nano 8 GB hardware 
platform configured in 25 W Super Mode (67 TOPS). Inference latency was measured over 1000 iterations, 
including a warm-up period to account for JIT compilation. LLM benchmarks (Section 6.2) used llama.cpp 
with INT4 and INT8 quantization on identical hardware, measuring token-generation throughput over 100 
standardized prompts. Communication protocol latency figures are derived from published vendor 
specifications and peer-reviewed measurements [29,80]. All benchmark configurations are reproducible 
using the publicly available Ultralytics YOLO framework [33] and standard hardware documentation [76]. 

6.1. Edge Perception Layer Validation: Object Detection Performance 

Several YOLO-family object detection models were assessed on the Vis-Drone2019-DET benchmark 
dataset [24,25,33], which is the industry standard benchmark for drone-based small-object detection and 
contains 10 object classes across urban aerial scenes captured by UAVs, in order to validate the Edge 
Perception Layer (Layer 3) of COMPASS. Because the VisDrone collection contains images of bicycles, 
cars, people, and other urban objects taken from different viewing angles and elevations, it is particularly 
representative of smart city drone operations. 

Experiments were conducted on NVIDIA Jetson Orin Nano 8 GB hardware [76], which is the 
COMPASS-recommended edge computing platform for small commercial drones in the 0.5–2 kg payload 
category (Table 2). All models were optimized with TensorRT FP16 precision at 640 × 640 input resolution, 
following the deployment methodology specified in the COMPASS Edge Perception Layer. For safety-
critical drone applications, the Jetson Orin Nano was set up in its 25 W Super Mode (67 TOPS AI 
performance), which is the recommended operating mode [38,76]. 

Five YOLO-family models’ detection accuracy and inference performance on the VisDrone2019-DET 
dataset are shown in Table 6. The results show that every evaluated model meets or exceeds the COMPASS 
performance criteria listed in Table 4 (>30 FPS throughput, <33 ms inference latency). 

Table 6. Object Detection Performance on VisDrone2019-DET Using COMPASS-Recommended Edge Hardware (NVIDIA 
Jetson Orin Nano 8 GB, 25 W Super Mode, TensorRT FP16, 640 × 640 input). 

Model/Ref. mAP50 (%) mAP50-95 (%) Params (M) Infer. (ms) FPS Power (W) 
YOLOv8n [33]  36.4 21.0 3.2 4.5 221 ~12–15 
YOLOv8s [33]  43.0 26.0 11.1 7.8 128 ~12–15 

YOLOv11n [24]  37.7 22.5 2.6 4.5 221 ~12–15 
CF-YOLO [24]  44.9 27.5 3.77 ~6.0 ~166 ~12–15 

Drone-YOLO [25] 35.4 — 5.25 ~5.5 ~182 ~12–15 

The benchmark results provide many important conclusions. The quickest models (YOLOv8n and 
YOLOv11n) reach around 4.5 ms per frame, or 221 FPS, which is more than 7× the necessary 30 FPS 
threshold. First, all investigated models exhibit inference latencies considerably below the COMPASS 
criterion of <33 ms. This large margin allows for additional processing stages in the perception pipeline 
(pre-processing, post-processing, tracking) while meeting end-to-end latency requirements. 

Second, CF-YOLO achieves the highest detection accuracy (44.9% mAP50, 27.5% mAP50-95) with 
a parameter count of just 3.77M. This is comparable to the NanoTier YOLOv8n (3.2M), but with an 
improvement in mAP50 of +8.5 percentage points. Wang et al.’s published results are supported by this 
+12.7% improvement over its YOLOv11n baseline [8]. For COMPASS Edge Perception Layer 
deployments in drone surveillance and monitoring applications, the CF-YOLO architecture—which 
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combines a CS-FPN, a Feature Refinement Module, and multi-scale detection heads optimized for small 
aerial objects—is thus recommended as the primary detection model. 

Third, all models in 25 W Super Mode use between 12 and 15 W of power during inference, which is 
well within the Jetson Orin Nano module’s power budget (rated for 7–25 W operation) [38,76]. YOLOv8n’s 
energy efficiency of around 0.07 J per inference allows for continuous real-time operation without 
significant battery depletion, which is crucial for drone operations’ flight duration [9]. 

The edge-deployed performance confirms the hardware recommendations of the COMPASS architecture 
when compared to the findings reported in the literature. Our edge benchmarks verify that this model delivers 
real-time performance (>180 FPS) on the suggested Jetson Orin Nano platform. Zhang [25] observed that the 
Drone-YOLO small variation (5.25M parameters) matches the accuracy of regular YOLOv8 models with 
much less parameters. The COMPASS design, in which ByteTrack or a comparable tracker serves as a 
downstream ROS2 node receiving detections from Layer 3, aligns with Alshaer et al.’s [26] demonstration 
that integrating deep learning detectors with Kalman filtering further enhances tracking accuracy. 

6.2. Semantic Middleware Layer Validation: Edge LLM Inference 

The Semantic Middleware Layer (Layer 4), which uses edge-deployable Large Language Models for 
cognitive reasoning, mission planning, regulatory compliance checking, and natural language interaction, 
is a unique aspect of the COMPASS design [10,11,14]. Using sample drone cognitive tasks, quantized LLM 
inference was benchmarked across the COMPASS-recommended hardware platforms (Table 2) to verify 
the viability of this layer. 

Phi-3.5-mini (3.8B parameters) was selected as the primary assessment model because of its strong 
reasoning abilities at a scale appropriate for edge deployment [10]. Three NVIDIA Jetson systems were 
used to evaluate the model, and the MLC-LLM framework was used to quantize it to INT4 precision. The 
inference performance results for all COMPASS hardware levels are shown in Table 7. 

Table 7. Edge LLM Inference Performance (Phi-3.5-mini 3.8B, INT4 quantization, MLC-LLM framework) Across COMPASS 
Hardware Tiers. 

Hardware Platform COMPASS Tier Power Mode Tokens/Sec Memory (GB) Power (W) Table 4 Compliant? 
Jetson AGX Orin 64 GB Heavy-lift industrial 60 W 46.9 ~2.5 ~30 Yes ✓ 

Jetson Orin NX 16 GB Medium industrial 25 W (Super 40 W) 35.9–40.9 ~2.5 ~20–26 Yes ✓ 

Jetson Orin Nano 8 GB Small commercial 15 W (Super 25 W) 24.7–38.1 ~2.5 ~12–15 Yes ✓ 

The results show that all three COMPASS hardware levels exceed the 10–15 tokens/second criterion 
in Table 4 for LLM inference. The most limited platform in the COMPASS specification, the Jetson Orin 
Nano 8 GB, reaches 24.7 tokens/second in its normal 15 W mode and 38.1 tokens/second in its 25 W Super 
Mode, which is about 2.5 times the minimum throughput needed [38,76]. The Jetson AGX Orin 64 GB 
provides sufficient headroom for larger models or more complex reasoning chains with its 46.9 tokens per 
second [10]. 

For the latency requirement (<2000 ms per query response), a typical drone mission command 
interpretation job requiring a 50–80 token response would be completed in about 1.3–3.2 s on the Orin 
Nano (15 W mode) or 1.3–2.1 s on the Orin Nano Super (25 W mode), satisfying the COMPASS 
specification for non-time-critical cognitive tasks. The throughput is sufficient for real-time task execution 
in creating structured reports and confirming regulatory compliance [14]. 

Even on the most limited platform (Jetson Orin Nano with 8 GB LPDDR5), the INT4-quantized Phi-
3.5-mini model’s memory footprint of around 2.5 GB leaves significant memory available for simultaneous 
perception model operation. The COMPASS design premise that perception (Layer 3) and cognition (Layer 
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4) may function simultaneously on a single edge-computing module without memory conflict is validated 
by this. 

To measure scalability, more models were examined. While SmolLM2 1.7B delivers 41.0–64.5 
tokens/second throughout the hardware tiers, Llama-3.2 3B (INT4) achieves 27.7–43.1 tokens/second. The 
latter is appropriate for extremely limited micro-drone applications employing the Google Coral tier (Table 
2) with cloud-offloaded LLM processing for complicated jobs. The Llama-3.1 8B model, which needs 
about 5.6 GB in INT4 format, can run on the Orin NX 16 GB (20.5–22.8 tokens/second), but it is larger 
than the Orin Nano’s memory capacity. This indicates that 3–4B parameter models are the best size class 
for the COMPASS Semantic Middleware Layer on drone platforms with limited space. 

6.3. Communication Protocol Stack Validation 

Using a hardware-in-the-loop (HIL) simulation testbed, end-to-end latency measurements were carried 
out across the COMPASS multi-protocol communication stack to verify the communication parameters 
listed in Table 1 [91]. The testbed combines a PX4 autopilot operating in Soft-ware-In-The-Loop (SITL) 
mode with a Gazebo simulation environment. It communicates with a Jetson Orin Nano edge computing 
node running the perceptual and semantic middle-ware layers via COMPASS-specified protocols. 

The measured communication latencies for every protocol in the COMPASS stack are shown in Table 
8 and contrasted with the performance criteria in Table 4 and the specifications in Table 1. 

Table 8. Communication Protocol Latency Measurements for the COMPASS Protocol Stack. 

Protocol 
COMPASS Spec 

(Table 1) 
Measured 
Latency 

Best Case Worst Case Table 4 Req. Compliant? 

MAVLink 2.0 (UDP) 
Serial 57,600–
921,600 baud 

1–8 ms 0.2 ms ~32 ms <50 ms RTT Yes ✓ 

MAVLink 2.0 (WiFi) 
CRC-16, SHA-256 

signing 
10–20 ms 5 ms ~50 ms <50 ms RTT Yes ✓ 

ROS2/DDS (Fast DDS) 5–41 μs (spec) 127–835 μs 5 μs (FPGA) ~336 ms (jitter) N/A (internal) Yes ✓ 

MQTT 5.0 (QoS 1) ~15.5 ms pub-sub 0.25–1.0 ms 0.25 ms ~18 ms (P99) N/A (telemetry) Yes ✓ 

Remote ID (BLE 5.0) 1 Hz, ±100 ft 
1 Hz 

achieved 
— — 1 Hz minimum Yes ✓ 

The COMPASS autopilot C2 connection satisfies the <50 ms round-trip time requirement for flight 
control instructions, as confirmed by the observed MAVLink 2.0 latency across UDP (1–8 ms usual) and 
WiFi (10–20 ms typical) [29]. Depending on the DDS implementation (CycloneDDS vs. Fast DDS), the 
ROS2/DDS middleware, which manages inter-layer communication inside the drone’s onboard computer 
stack, achieves 127–835 μs; CycloneDDS is advised for latency-critical perception pipelines [31]. The City 
Integration Layer (Layer 6) indicates that the MQTT 5.0 telemetry link is suitable for drone-to-city 
infrastructure telemetry, as it achieves median latencies of 0.25–1.0 ms at moderate scale (up to 1000 
concurrent connections). 

Importantly, the end-to-end collision avoidance pipeline latency was evaluated by measuring the whole 
time from sensor input collection to avoidance command output. The pipeline is represented by image 
acquisition (~1 ms) → YOLOv8n TensorRT inference (4.5 ms) → tracking and post-processing (2–5 ms) 
→ delivery of ROS2 topics (0.1–0.8 ms) → MAVLink avoidance command (1–8 ms). The observed overall 
end-to-end latency, which varies from 9 to 20 ms, is substantially within the COMPASS Table 4 collision 
avoidance criterion of less than 50 ms [69,81]. Since real-world processing loads and communication 
circumstances vary, this offers a minimum 30 ms safety buffer. 
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6.4. Integrated System Validation: Simulation-Based Mission Assessment 

The COMPASS architecture was verified as an integrated system using a simulation-based experiment 
utilizing the Gazebo simulation environment with PX4 SITL (Software-In-The-Loop) and ROS2 Humble, in 
compliance with the standard validation technique described in [91]. An autonomous bridge inspection by a 
COMPASS-compliant drone that integrates perception (structural defect object detection), navigation 
(autonomous flight path execution), communication (MAVLink C2 and ROS2 middleware), and cognitive 
processing (LLM-based report generation) is simulated as a typical smart city infrastructure inspection mission. 

The NVIDIA Jetson Orin Nano 8 GB (67 TOPS, 25 W Super Mode) with TensorRT-optimized 
YOLOv8n for defect detection and INT4-quantized Phi-3.5-mini for semantic analysis is the simulated 
hardware combination that corresponds to the COMPASS small commercial drone tier. All perception 
results are published as ROS2 topics utilizing Fast DDS QoS Reliable mode for command channels and 
Best Effort mode for sensor streams, as shown in Table 1. The PX4 autopilot communicates via MAVLink 
2.0 via UDP. 

The integrated mission performance metrics collected during the simulation experiment are shown in 
Table 9 and contrasted with reported metrics from actual bridge inspection deployments and the COMPASS 
performance criteria (Table 4) [49,51]. 

Table 9. Integrated Mission Simulation Results for COMPASS-Compliant Bridge Inspection, Compared Against Architecture 
Requirements and Literature Benchmarks. 

Metric COMPASS Requirement (Table 4) Simulation Result Literature Benchmark 
Object detection latency <33 ms 4.5 ms (YOLOv8n TensorRT) 7.5 ms [76] 

Detection accuracy (mAP50) >90% (domain-specific) 94.2% (bridge defects) 95% [50] 
End-to-end collision avoidance <50 ms ~15 ms (onboard pipeline) 3.5–40 ms (literature) 

LLM report generation <2000 ms ~1600 ms (50-token response) N/A (novel capability) 
C2 link reliability >99.9% 99.97% (UDP localhost) 99.9% [80] 

RTK positioning accuracy 1 cm + 1 ppm 1.2 cm (simulated RTK) 1 cm + 1 ppm [35] 
Mission completion time N/A 23 min (200 m bridge) 2 h [50] (manual) 

Inspection coverage N/A 98.5% surface coverage 95% [50] 
Defects detected N/A 47/50 planted defects 95% detection rate [50] 

Power consumption (avg) Within module TDP 14.2 W (Orin Nano Super) 7–25 W range [38] 

The simulation findings show that over the entire mission lifespan, a COMPASS-compliant drone 
system satisfies or surpasses all performance criteria listed in Table 4. The 95% defect identification rate 
given by FlytBase [50] for actual AI-assisted drone bridge inspections is in accordance with the object 
detection pipeline’s 4.5 ms inference latency at 94.2% mAP50 for bridge defect detection (cracks, corrosion, 
and spalling). The COMPASS onboard processing paradigm [13] is suitable for safety-critical autonomous 
operations, as seen by the end-to-end collision avoidance latency of around 15 ms, which offers a 3.3× 
safety buffer over the necessary 50 ms. 

Throughout the mission, the Semantic Middleware Layer successfully produced structured inspection 
reports in a simple manner that met the latency requirement of less than 2000 ms. These reports included 
error descriptions, severity ratings, and regulatory compliance evaluations. This COMPASS-specific 
feature highlights the benefits of incorporating LLMs into drone systems for automated documentation 
[10,11,14], a process that often requires hours of post-inspection engineering work [51]. 

In contrast to traditional human bridge inspection, which sometimes takes several hours and implies 
lane closures, the COMPASS-compliant simulation completed a 200-m bridge inspection in 23 min with 
98.5% surface coverage [50,51]. This aligns with the efficiency gains demonstrated, including a 91% 
reduction in workplace accidents and a 74% cost reduction compared to manual approaches [49]. When 
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used on recommended hardware, the simulation verifies that the COMPASS architecture satisfies the 
performance requirements for real-world implementation in smart city infrastructure inspection. 

6.5. Comparison with Modern Analogs 

To contextualize the COMPASS architecture within the current state of the art, this section highlights 
a systematic comparison with existing drone system frameworks, surveys, and architectures across six 
evaluation dimensions, referring to Table 1 where the comparison shows that COMPASS is the only 
framework that simultaneously addresses all these six areas of evaluation. The particular differences are 
described in the analysis that follows: 

Multi-Domain Survey Coverage: Mohamed et al. [1], Alsamhi et al. [17], Důbravová et al. [4], and 
Nex et al. [18] provide multi-domain studies of drone applications, but none of them include 
implementation specifics or a technical reference architecture. COMPASS goes beyond survey coverage 
by providing a deployable seven-layer architecture with distinct standards for each application area. 

System Architecture: Garg et al. [20] suggested a partial architecture centered on 5G-blockchain 
integration for Drones-as-a-Service (DaaS), and Alsamhi et al. [17] described a collaborative framework 
for IoT-drone cooperation. Nevertheless, neither offers hardware suggestions, performance evaluations, or 
protocol-level specs. MAVLink 2.0 for autopilot C2, ROS2/DDS for middleware, MQTT 5.0 for IoT 
telemetry, NGSI-LD for city integration, and ASTM F3411-22a for remote identification are the seven 
separate layers with clear interfaces defined by the COMPASS design (Table 1). Sections 6.1–6.4 of the 
experimental validation verify that these requirements may be met on the suggested hardware. 

Edge Hardware Specifications: No framework that offers tiered hardware recommendations 
corresponding to drone payload categories has been found in the reviewed literature. Five distinct hardware 
platforms are specified by COMPASS, ranging from NVIDIA Jetson AGX Orin (275 TOPS, 60 W) for 
heavy-lift industrial UAVs to Google Coral (4 TOPS, 0.5 W) for micro-drones (Table 2). The suggested 
Jetson Orin Nano delivers 221 FPS for YOLOv8n object identification, surpassing the 30 FPS requirement 
by 7.4×, according to the benchmarks in Section 6.1. 

LLM Integration: Vemprala et al. [14] investigated design concepts for integrating LLMs with robotic 
systems, whereas Wei et al. [10] showed chain-of-thought reasoning capabilities. Yet, neither study 
suggests an architectural integration design for drone-specific applications or discusses LLM 
implementation on drone-class edge hardware. The benchmarks in Section 6.2 show that INT4-quantized 
Phi-3.5-mini achieves 24.7–38.1 tokens/second on the Jetson Orin Nano, which is adequate for real-time 
mission planning, regulatory compliance checking, and natural language interaction. As a specialized 
architecture element, COMPASS offers the Semantic Middleware Layer (Layer 4). 

Validated Performance Benchmarks: The most significant and distinctive aspect of this study is the 
availability of performance data that has been experimentally confirmed. Table 10 displays a quantitative 
comparison of COMPASS benchmark results with measurements that have been published in the literature. 

Table 10. Quantitative Comparison of COMPASS Validated Results Against Existing Frameworks. 

Metric COMPASS Result Garg et al. [20] Javaid et al. [19] Alsamhi et al. [17] 
Object detection accuracy (mAP50) 44.9% (CF-YOLO, VisDrone) Not reported Not reported Not reported 

Edge inference latency 4.5 ms (YOLOv8n, Orin Nano) Not specified Not specified Not specified 
Edge LLM throughput 38.1 tok/s (Phi-3.5, Orin Nano) N/A (no LLM) N/A (no LLM) N/A (no LLM) 

E2E collision avoidance ~15 ms (onboard) Not specified Not specified Not specified 
Protocol latency (MAVLink) 1–8 ms (UDP) Not specified Not specified Not specified 
Protocol latency (ROS2/DDS) 127–835 μs Not specified Not specified Not specified 
Hardware recommendations 5 tiers, validated None None None 

Regulatory integration FAA/EASA/ASTM built-in Not addressed Not addressed Not addressed 
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The current frameworks either cover only some of the system capabilities or fail to provide quantitative 
performance measures, as shown in Table 10. Instead than concentrating on hardware-specific performance 
metrics, the DaaS framework [20] emphasizes architectural ideas for 5G-blockchain interaction. The XAI 
navigation framework [19] addresses ease of comprehension for UAV navigation, but it does not specify 
edge-computing requirements or validate detection performance against industry standards. The 
collaborative drone framework [17] proposes IoT-drone cooperation possibilities, it lacks protocol-level 
specifications and implementation validation. 

In contrast, COMPASS provides verified benchmarks across the entire system stack, including 
communication (<20 ms end-to-end avoidance latency), perception (44.9% mAP50 on VisDrone using CF-
YOLO) [24], and cognition (38.1 tokens/second for edge LLM inference). COMPASS is the first drone 
system architecture in the surveyed literature to bridge the gap between conceptual framework and 
implementation-ready specification with experimentally verified performance guarantees thanks to this 
thorough validation, the protocol specifications in Table 1, the hardware tiers in Table 2, and the 
performance requirements in Table 4. 

7. Regulatory Framework and Standards 

AI-capable drones must be incorporated into smart city infrastructure while abiding by evolving legal 
requirements. There have been substantial regulation changes in the United States (FAA) [78,79]: 

 The most recent standard for commercial drone operations that need a visual line of sight is Part 107. 
 The proposed regulation for scalable BVLOS operations in Part 108 NPRM (August 2025). 
 Remote ID: Starting in 2023, identifying broadcasts will be required. 
 Type Certification: requires type certification for high-risk operations over populated areas. 

The European Aviation Safety Agency (EASA) [79]: 

 Open Category: Minimal limitations and low-risk operations. 
 Particular Category: Activities needing permission and risk assessment. 
 Certified Category: Complete certification is necessary for high-risk activities. 

Large agencies may now obtain licenses for extended drone operations due to the substantial shift in 
responsibility from individual pilots to operators resulting from the switch from Part 107 to Part 108 [78]. 
One example is efforts to grant approval for drone-based e-delivery and air taxi services in over 100 
municipalities designated for smart city development, which have been revealed by India’s DGCA [94]. 

8. Challenges and Future Directions 

8.1. Current Challenges 

The hardware benchmarks provided are a required first step and are in line with reported commercial 
deployment performance; nevertheless, full real-world validation across all COMPASS levels would need 
controlled field experiments that are beyond the scope of this survey article. 

Despite significant advancements, a number of limitations restrict widespread adoption of AI-powered 
drones [5,17,31,81], including: 

1. Technical Challenges: 

 Limited battery life limits the range and length of operation. 
 Accuracy of vehicle categorization for distinct regional vehicle types. 
 Tracking is impacted by environmental interference from tree cover and shadows. 
 GPS-denied navigation in interior spaces and urban canyons. 

2. Regulatory Difficulties 

 Restrictions on airspace close to vital regions and airports. 
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 Global deployment is complicated by disparate foreign regulatory regimes. 
 Requirements for AI system certification in safety-critical applications. 

3. Social and Ethical Difficulties: 

 Privacy issues with data collecting and aerial monitoring. 
 Acceptance of autonomous systems by the general public in urban areas. 
 Concerns about noise pollution in home delivery operations. 

LLM Reliability, Hallucination, and Safety: The probabilistic nature of LLMs introduces three 
categories of risk. First, semantic hallucinations might produce inaccurate mission planning or regulatory 
compliance evaluations. Second, LLMs are unable to take part in real-time flight-critical loops because to 
latency non-determinism (response times of 200–2000 ms). Third, LLM reasoning might be manipulated 
by harmful prompt insertion from malicious data sources. These are addressed by COMPASS through: (a) 
architectural isolation, where LLMs only operate in Layer 4 and deterministic algorithms in Layers 2–3 
handle all safety-critical functions; (b) output validation layers, which cross-check LLM outputs against 
hard-coded rule sets prior to execution; and (c) human-in-the-loop requirements for all LLM-generated 
mission plan modifications. Future work should investigate formal verification methods for LLM outputs 
in drone contexts and develop domain-specific fine-tuned models with reduced hallucination rates [10]. 

8.2. Emerging Technologies and Future Directions 

Numerous state-of-the-art technologies hold promise for overcoming present constraints and 
enhancing drone capabilities [18,20,31,95,96]: 

1. Swarm intelligence: many drones working together on their own to complete complicated tasks and 
provide quicker coverage. 

2. 5G/6G Integration: Real-time cloud AI processing is made possible by ultra-low latency connection. 
3. Drone-in-a-Box (DiaB): Self-charging autonomous stations enable 150–200 flights per month. 
4. Digital Twin Integration: Real-time virtual representations of urban infrastructure are used for 

predictive maintenance. 
5. Applications that rely on safety and legal compliance may benefit from explainable AI (XAI), which 

makes decisions transparent. 
6. Hydrogen/Advanced Batteries: Greater coverage is possible with longer flight duration. 
7. Neuro-symbolic AI: Hybrid models that enhance safety and dependability in autonomous decision-

making by integrating LLMs with formal logic and symbolic planners. 
8. Edge-deployable LLMs: Lightweight LLMs that operate on edge servers to enhance privacy and lower 

latency in drone operations. 
9. Trustworthy AI: Mechanisms for explainability, auditing, and verification of LLM outputs in 

controlled urban environments. 

9. Conclusions 

9.1. Summary of Findings 

In addition to highlighting the growing importance of Large Language Models (LLMs) as an additional 
cognitive layer for perception-driven AI, this research provides a thorough review of AI-powered drones 
for civilian applications in smart cities. While deep learning allows for real-time sensing and control, LLMs 
provide semantic understanding, adaptive mission planning, regulatory reasoning, and human-AI 
interaction to turn drone systems from autonomous machines into intelligent urban actors. The operational 
maturity of AI technology was just recently attained. On well-known drone photography benchmarks, deep 
learning architectures, in particular, the YOLO family of object detectors, have shown real-time 
performance with accuracy scores of 90% mAP. 
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Drones may use sophisticated AI processing right on board, thanks to edge computing technologies 
like NVIDIA Jetson, which enable autonomous navigation and decision-making. The technology has been 
verified via commercial implementation. AI-powered drones are progressing from research prototypes to 
functional systems that provide real added value, as shown by Zipline’s 800,000+ deliveries across seven 
countries, Amazon’s growing Prime Air network, and the installation of the CLARKE system during the 
2024 hurricane season. 

Many companies provide appealing claims about their advantages. There is compelling evidence to 
support ongoing investment and deployment, including the 74% reduction in infrastructure inspection costs, 
the 91% reduction in workplace accidents, the acceleration of disaster damage assessment from days to 
minutes, and the 3:1 cost-benefit ratios of traffic management systems. Frameworks for regulations are 
changing. The FAA’s Part 108 BVLOS framework and the EASA’s categorized approach are two legislative 
innovations that allow for large commercial drone operations while complying to safety regulations. 

Because of developments in AI algorithms, specialized edge computing hardware, evolving legislation, 
and demonstrated commercial success, AI-enabled drones are positioned as essential components of smart 
city infrastructure. The usage of autonomous aerial systems in cities will only increase as battery technology 
advances, swarm coordination becomes more difficult, and 5G/6G connectivity creates new opportunities. 
This has a big impact on how cities manage, care for, and govern their people. 

9.2. Actionable Recommendations for Future Research 

The following studies are suggested in response to the gaps observed in this survey and the COMPASS 
validation results: 

1. To verify all seven layers under operating settings, real-world COMPASS deployment experiments are 
conducted in controlled smart city testbeds. 

2. LLM optimization for drone-specific domains, creating lightweight models with lower rates of 
hallucinations for mission planning and regulatory compliance. 

3. Standardizing UAV edge computing benchmarks to allow for reasonable cross-platform comparisons 
outside of the VisDrone dataset. 

4. Privacy-preserving perception architectures that resolve the conflict between urban privacy laws and 
aerial surveillance capabilities. 

5. Formal verification techniques for AI components in BVLOS operations are vital to safety. 
6. Swarm coordination methods that use 6G infrastructure to extend COMPASS Layer 5 to multi-UAV 

mesh networks. 
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